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Introduction to MongoSafenet: Automating MongoDB Backups
to AWS S3

In today's data-driven landscape, efficient data management is paramount for businesses and organizations of all
sizes. MongoDB, a NoSQL database management system, has emerged as a popular choice for its scalability and
flexibility in handling vast volumes of data. As organizations increasingly migrate their operations to the cloud for
improved accessibility and scalability, there arises a pressing need for robust database backup solutions that
seamlessly integrate with cloud platforms.

The MongoSafenet project represents a significant advancement in the realm of MongoDB database management.
This innovative solution is meticulously designed to automate MongoDB backup processes and streamline data
storage in the cloud. Specifically, MongoSafenet leverages the power of Amazon Web Services (AWS) S3 Buckets to
offer a reliable and efficient cloud-based storage solution for MongoDB backups.

The core objective of MongoSafenet is to save valuable time and resources by simplifying the complex task of
MongoDB backup, while ensuring the security and accessibility of these backups through AWS infrastructure. This
project seamlessly marries several cutting-edge technologies to provide a comprehensive and hassle-free MongoDB
backup and cloud integration solution.

Key Technologies Utilized in MongoSafenet:

. MongoDB: At the heart of this project lies MongoDB, a robust NoSQL database management system
0 mongo known for its scalability, flexibility, and document-oriented data storage capabilities. MongoDB
serves as the primary database engine for this solution.

o MongoDB Compass: MongoDB Compass is a sophisticated GUI (Graphical User Interface) tool
) nongo designed to facilitate the management and visualization of MongoDB databases. It plays a pivotal
role in configuring, monitoring, and interacting with the MongoDB database.

o Amazon Web Services (AWS): AWS, Amazon's comprehensive cloud computing platform, offers a vast
adws array of services and resources. In the context of MongoSafenet, AWS provides the infrastructure
needed to host and manage MongoDB backups seamlessly.

Windows Task Scheduler: On the Windows platform, the Task Scheduler is a powerful utility that

1 allows users to automate various tasks, including running scripts and executing programs at specified
intervals. In MongoSafenet, it is harnessed to automate the MongoDB backup process, ensuring
regular and reliable data backups.




AWS Command Line Interface (CLI): AWS CLI is a command-line tool provided by Amazon Web
Services, enabling users to interact with AWS services from the command line. Within the
MongoSafenet project, the AWS CLI is employed to interact with AWS S3 for secure storage of
MongoDB backups.

AWS S3 Bucket: Amazon S3 (Simple Storage Service) is a highly scalable and durable object storage
service provided by AWS. It serves as the cloud-based repository for MongoDB backups, ensuring
data availability and durability.

AWS S3

o IAM User for Bucket Access: AWS Identity and Access Management (IAM) is used to create a
dedicated IAM user with specific permissions, including "AmazonS3FullAccess," to securely access
and manage the S3 bucket. This IAM user ensures that backups are stored, accessed, and maintained

AWS IAM with the highest level of security.

. Amazon EC2 (Elastic Compute Cloud) is a cloud service that allows you to rent virtual servers, known
as instances, to run your applications. You can choose from a variety of instance types and configure
||| them to suit your needs. EC2 offers scalability, high availability, and a wide range of use cases,

including web hosting, data analysis, and machine learning.
Amazon EC2

The following sections of this guide will delve into the step-by-step instructions required to implement
MongoSafenet effectively, from MongoDB installation to configuring the Task Scheduler and leveraging AWS
resources for cloud-based MongoDB backups. By embracing this automation solution, organizations can not only
safeguard their valuable MongoDB data but also enhance operational efficiency through seamless cloud integration.
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MongoDB Installation

Download MongoDB:
Step 1: Visit the MongoDB website at https://www.mongodb.com/.

Here, you'll find MongoDB versions tailored to different operating systems like Windows, macQOS, and Linux.

MongoDB Atlas

MongoDB Enterprise Advanced

K}

MongeDB Coemmunity Edition

MONGODE COMMUNITY SERVER

MongoDB Community Server

MongoDB Community Server
Download

Atlos QL Interface

Mobile & Edge

with MongoeDB Atlas. Get

% brew install mongodb-atlas

% atlas setup

7.0 (current)

windows x64

msi

Download 4, e Copy link Mare Options  +«+

Step 2: Select the appropriate version for your operating system by clicking on the respective download link.

Install MongoDB:

Step 1: Once the download is complete, locate the downloaded installer file (usually ending in .msi for Windows).
Step 2: Double-click the installer file to run it. The installation wizard will guide you through the process.
Step 3: You can typically choose the installation directory and configure options as needed during the installation.

Step 4: Follow the on-screen instructions to complete the installation.




Add MongoDB to PATH:

Note: - To use MongoDB from the command line, you can add it to your system's PATH. PATH is a system environment
variable that contains a list of directories. When you run a command in the command prompt or terminal, your

system checks these directories for executable files.

Step 1: Find the directory where MongoDB was installed on your computer. This is typically under C:\Program
Files\MongoDB on Windows or /usr/local/bin on macOS and Linux.

Step 2: Append this directory path to your system's PATH variable.

Step 3: On Windows, you can do this by opening the Start menu, searching for "Environment Variables," and clicking
"Edit the system environment variables." Then, click the "Environment Variables" button, select "Path" in the "System
variables" section, and click "Edit." Add the MongoDB directory to the list of paths.
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Edit environment variable
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oK

New

Edit

Browse...

Delete

Move Up

Move Down
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MongoDB Compass Installation

This guide provides concise steps for installing MongoDB Compass.
Download MongoDB Compass:

Step 1: Visit the MongoDB website.

. MongoDB Products Solutions Resources Company Pricing Q sign In
> '@}

ngoDB Atla

MongoDB Enterprise A od
90DB Community Edition

Ti s

|
MongoDB Compass (GUI) a full version with a
es, and an isolated edition,

Isolated Edition

This version disc

Step 2: Download the MongoDB Compass version that matches your operating system (Windows, macQOS, or Linux).

Install MongoDB Compass:

Step 1: Locate the downloaded installer file (usually with a .msi extension for Windows).
Step 2: Run the installer by double-clicking it.

Step 3: Follow the installation wizard's prompts, customizing settings as needed.

Step 4: Complete the installation by following the on-screen instructions.

# MongoDB Compass -
Connect Edit View Help
Compass -]
New to Compass and don't have a
H cluster?
New connection + New Connection ®
- EAVORITE If you don't already have a cluster, you can
create one for free using Mor B Atlas@
(%) Saved connections UREG Edit Connection String @ CREATE FREE CLUSTER
mongodb://localhost:27017/

“G) Recents

@ localhost:27017
B localhost:27017
@ localhost:27017

@ localhost:27017

@ localhost:27017

> Advanced Connection Options

Save

sove&.comec | ([EERY

How do | find my connection string in
Atlas?

if you have an Atlas cluster, go to the Cluster

view. Click the ‘Connect’ button for the
cluster to which you wish

lo®

How do | format my connection string?
o0 examplo®




MongoDB Command Line Tools Installation

This guide provides concise steps for installing MongoDB Command Line Database Tools, along with adding to your
system's PATH on Windows.

Step 1: Visit the official MongoDB website.
Step 2: Find the MongoDB Command Line Database Tools section.

Products Solutions Resources Company Pricing Q Sign In
ongo
laa !
MongoDB Atlas ®

MongoDB Enterprise Advanced

MongoDB Community Edition

MongoDB Command Line Database
Tools Download

Windows x86_64

zip

MonaoDB Connector for B 4
ngodb.org/tools/dt db-database-tools-windows-x86_64-100.8.0.2i ' Download &, @COpyllnk More Options  +++

Step 3: Download the tools for your operating system.
Step 4: Run the downloaded installer.
Step 5: Follow the installation instructions provided.

Step 6: Note that some tools may require additional configuration after installation.

Adding MongoDB Command Line Database Tools to PATH (Windows)

Step 1: Locate the Tools. Find the directory where MongoDB Command Line Database Tools are installed, which
contains executable files like mongodump and mongorestore.

Step 2: Open the Start menu and search for "Environment Variables."

Step 3: Click "Edit the system environment variables."

Step 4: In the System Properties window, click the "Environment Variables" button.
Step 5: Under "System Variables," find and select the "Path" variable, then click "Edit."

Step 6: Click "New" and add the path to the MongoDB Command Line Database Tools directory (e.g., C:\Program
Files\MongoDB\Tools\bin).




Step 7: Click "OK" to save the changes.
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By following these steps, you'll have MongoDB Compass and MongoDB Command Line Database Tools installed and
added to your Windows system's PATH, making them accessible from any command prompt or terminal window.




MongoDB Compass Configuration

Step 1: Connecting to MongoDB:
After successfully installing MongoDB Compass, it's time to connect it to your MongoDB server.

Launch MongoDB Compass from your computer, either by clicking its icon in the applications menu or searching for it
in the start menu.

Step 2: Connection:
MongoDB Compass will open with a connection dialog.

You'll need to enter the following information to connect:

o Host: The address of your MongoDB server.
. Port: The port number where MongoDB is running (the default is usually 27017).
o Authentication Credentials: This includes your username and password for accessing MongoDB.

¢ MongoDB Compass
Connect Edit View Help

Compass o

‘ New connection

New Connection

Connect to a MongoDB deployment
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Step 3: Connection Troubleshooting:

If you encounter any issues connecting to MongoDB, consider the following steps:

o Ensure that your MongoDB server is running. You can check by running mongod in the command

prompt or terminal.
. Verify that the connection details, including the host and port, are correct.
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Task Scheduler Configuration

About the Backup Script:

The backup script is a set of commands that automate the process of creating backups of your MongoDB database
and securely uploading them to an AWS S3 bucket. This script ensures the safety of your data.

| Actions

fer to creste and manage commen tasks th

jcelly at the times you specify. To begin, click & command in the Action

olders in the Task Schedules Library, To view of p

. select the task in the Task Scheduler Library and click on & command in

Lot 24 hours View »

Create MongoDB Backup Schedule:

Step 1: Create a Dedicated Folder: - Start by creating a dedicated folder on your computer where you'll store your
backup scripts. For example, create a folder named "C:\MongoDBBackups."

Step 2: Create a Backup Script File: - Inside the folder, create a new text file and give it a name like
"backup_mongodb.bat." (This script will be provided with the guide)

Step 3: Edit the Script: - Open the "backup_mongodb.bat" file using a text editor (like Notepad).
Step 4: Copy and paste the provided script into the file.

Step 5: Replace the placeholders in the script with your actual MongoDB server details, such as the host, port, and
database name.




.. *backup_to_s3.bat - Notepad

File Edit Format View Help
@echo off

i1 Set MongoDB connection details

set MOMGO HOST=localhost

set MONGO_PORT=27@17

set MONGO_DB=kyour mongoDB database name>

t Set AWS S3 details
set AWS_S3_BUCKET=<your S3 bucket namey|
set AWS_S3_PREFIX=backups/

11 Create a timestamp for the backup folder
set TIMESTAMP=%date:~4,2%-%date:~7,2%-%date:~10,4% %time:~0,2%-%time:~3,2%

11 Perform MongoDB backup using mongodump
mongodump --host %MONGO_HOST% --port %MONGO_PORTY% --db %MONGO_DB% ——0ut|<path of your local backup Folderﬂ\%TIMESTAMP%

11 Upload the backup to AWS S3 (assuming you have aws-cli configured)
aws s3 cp [<path of your local backup folder>\%TIMESTAMP% s3://%AWS S3 BUCKET%/%AWS S3 PREFIX%%TIMESTAMP% --recursive

: Clean up the local backup folder
rmdir /s /q|<path of your local backup folder>\%TIMESTAMP%

echo Backup completed!

Step 6: Save the Script.

Schedule Backups with Task Scheduler:

Step 1: Access Windows Task Scheduler from your computer. You can find it in the Control Panel or by searching for
"Task Scheduler" in the start menu.

Step 2: Click "Create Basic Task" to start the task creation wizard in the Actions panel. The wizard will guide you
through the following steps:

Step 3: Name the task and provide a description.
Step 4: Choose a schedule for your backups (e.g., daily, weekly).
Step 5: Select "Start a Program" as the action to perform.

Step 6: Locate and select the "backup_mongodb.bat" script that you created earlier.

Actions
Task Scheduler (Local) -
Connect to Another Compgter...
B Create Basic Task
% Create Task..
Import Task..
a1 Display All Running Tasks
S | Enable All Tasks History
AT Service Account Configuration
View »
Refresh

BB

Help




Create Basic Task Wizard

Create a Basic Task

Use this wizard to quickly schedule a common task. For more advanced options or settings
such as multiple task actions or triggers, use the Create Task command in the Actions pane.

X Create Basic Task Wizard

g Task Trigger

Create 2 Basic Task
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Action 0

Finish Jeedy
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) —
Finish Description: Guldd
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(O Display a message (deprecated)

Create Basic Task Wizard
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Program/script:

Next > Cancel

X Create Basic Task Wizard
@ Daily

Create a Basic Task

< Back Next > Cancel
3¢ Create Basic Task Wizard
|

Summary

‘ Create a Basic Task
| Trigger

|
Browse... Doty

Add arguments (optional):

Finish

Start in (optional):

i Action
Start a Program

h
EEN——

< Back Next > Cancel 1
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< Back Next> |

Start: | 9/21/2023 35702PM = [ Synchronize across time zones
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< Back

Name:

Cancel

Next > Cancel

X

Description:  Guide

Trigger: Daily; At 3:57 PM every day

Action: Start a program; “Browse & locate your program/script here®

("] Open the Properties dialog for this task when | click Finish

When you click Finish, the new task will be created and added to your Windows schedule.

L E Cancel

< Back




AWS Setup Guide

Note: - if you have AWS console already configured then go directly to step 5.

Step 1: Visit the AWS Website - Navigate to the official AWS website: [AWS Website] (https://aws.amazon.com/).

Step 2: Click the "Create an AWS Account" button.

¢ > ¢ o [« awamaoncon] o e % L AaEEFREEDO®:
- ] i B - tmrks

aws

ContactUs Supportw Englishv My Accountv  Signin Create an AWS Account

(o}

»

Products Solutions Pricing Documentation Leamn Partner Network AWS Marketplace Customer Enablement Events Explore More

Start Building on AWS Today

Whether you're looking for compute power, database storage, content delivery,
or other functionality, AWS has the services to help you build sophisticated
applications with increased flexibility, scalability and reliability

Start Building With Free Tier
Use Amazon EC2, 53, and more— free for

afull year

Launch Your First App in Minutes
Learn AWS fundamentals and start

building with short step-by-step tutorials

Enable Remote Work & Learning
Support remote employees, students and

contact center agents

Amazon Lightsail
Everything you need to get started on

AWS—for a low, predictable price

Step 3: Follow the guided registration process, which includes providing personal and payment information. Upon
completion, you will have successfully created your AWS account.

Step 4: After successfully creating your AWS account, log in to the AWS Management Console.

Step 5: In the AWS Management Console, locate and select the "S3" service.

Features (22)
Resources | New
Blogs (1,291)
Documentation
Knowledge Artic

Tutorials (13)

2]

Search results for 's3'

Try searching with longer queries for more relevant results

Services

Top features

Step 6: Click the "Create Bucket" button.

g Q

18 Services
Amazon 53

Buckets

Access Points

Object Lambda Access Points
Multi-Region Access Points
Batch Operations

1AM Access Analyzer for §3

A|:|1azon S3

Store and retrieve any amount
of data from anywhere

s indust:

eading scalability, data availability,

L @ (o] Stockholm v testclient2 @ 8018-3615-6296 v

layout + Add widgets

AWS

arted with AWS [2
ndamentals and find valuable
i to get the most out of AWS,

nd certification [

! @ 8018-3615-6296 v

Create a bucket
Every object in 53 is stored in a bucket. To upload files

and folders to S3, you'll need to create a bucket
where the abjects will be stored.

Step 7: Follow the steps in the bucket creation wizard, ensuring to provide a unique and meaningful bucket name.



https://aws.amazon.com/

Step 8: Configure any desired settings as needed during the setup process.

g

i35 Services Q

(2] L (@] (o] Global ¥
® Successfully created bucket "bucketcreationdemo”

x
To upload files and folders, or to configure additional bucket settings choose View details.

AmazonS3 » Buckets

+* Account snapshot

View Storage Lens dashboard
Last updated: Sep 20, 2023 by Storage Lens. Metrics are generated every 24 hours. Learn more [

Total storage Object count Average object size You can enable advanced metrics in the
8 20698

16KB

“default-account-dashbeard” configuration,

Buckets (3) info

C Copy ARN | | Empty Delete Create bucket
Buckets are containers for data stored in 53. Learn more [
Q, Find buckets by name 1 @
Name - AWS Region v Access v Creation date v
September 21, 2023, 15:47:11
bucketcreationdemo Europe (Stockholm) eu-north-1 Bucket and objects not public eprember £1, '
(UTC+05:30)

[ Cloudshelt  Feedback

© 2023, Amazon Web Services India Private Limited or its affiliates.

Cookie preferences

Create an IAM User with S3 Full Access:

Step 1: In the AWS Management Console, find and select the "Identity and Access Management (IAM)" service.

B £ & N Virginia ¥
Search results for "lAM'

layout + Add widgets
Try searching with longer queries for more relevant results

Features (20) Services
Resources | New
Blogs

; arted with AWS [&
Documentation (4 ) Manag ces

undamentals and find valuable

£ et tha mack ark of AWE

Step 2: Within the IAM console, create a new IAM user, specifying the user's details. Choose "programmatic access"
when prompted.

Specify user details

User details

User name k

taskuser

The user name can have up to 64 characters. Valid characters: A-Z, a-z, 0-9, and + =, . @ _ - (hyphen)

] Provide user access to the AWS Management Console - optional

If you're providing console access to a person, it's a best practice B to manage their access in |AM Identity Center.

@ If you are creating programmatic access through access keys or service-specific credentials for AWS CodeCommit or Amazon Keyspaces, you can generate
them after you create this IAM user. Learn more [

Cancel Next

Step 3: When configuring permissions for the user, grant them "S3 Full Access" permissions, ensuring they have the
necessary privileges.




Set permissions

Add user to an existing group or create a new one. Using groups is a best-practice way to manage user’s permissions by job functions. Learn more [4

Permissions options

(O Add user to group (O Copy permissions © Attach policies directly
Add user to an existing group, or create a new Copy all group memberships, attached managed Attach a managed policy directly to a user. As a
group. We recommend using groups to manage policies, and inline policies from an existing user. best practice, we recommend attaching policies to
user permissions by job function. a group instead. Then, add the user to the

appropriate group.

Permissions policies (1/1126) ‘ C ‘ ‘ Create policy [4

Choose one or more policies to attach to your new user.

Filter by Type

‘ Q amazons3 X ‘ ‘ All types v | 5 matches 1 (o]

-] Policy name [4 a Type v | Attached entities v
‘ AmazonS3FullAccess AWS managed 2

O AmazonS30bjectl ambdaExecution... AWS managed 0

O AmazonS30utpostsFull Access AWS managed 0

O AmazonS530utpostsReadOnlyAccess AWS managed 0

O AmazonS3ReadOnlyAccess AWS managed 0

Step 4: After successfully creating the IAM user, make note of the "Access Key ID" and "Secret Access Key" assigned

to this user. These credentials must be kept secure, as they will be required for configuring the AWS Command Line
Interface (CLI).

L4 @ @& coblv

© Access key created
This is the only time that the secret access key can be viewed or downloaded. You cannot recover it later. However, you can create a new access key any time.

1AM > Users » taskuser D Create access key

Step 1 -
Retrieve access keys .

Access key
tep 2 - opd If you lase or forget your secret access key, you cannot retrieve it. Instead, create a new access key and make the old key inactive.

Access key Secret access key
Step 3
Retrieve access keys @ AKIAZVMIIYWEMBHPYVZPB 0RWMUSEC3FcgpeubgGpRnyP1gb9mDbHIUYXWk2Zz liu\!g

Console password X

@ You have successfully enabled the user's new password.
This is the only time you can view this password. After you close this
window, if the password is lost, you must create a new one.

Console sign-in URL
https://801836156296.signin.aws.amazon.com/console

User name

taskuser

Console password
W=c@GP2* Hide

Download .csv file Close




AWS Command Line Interface (CLI) Configuration

Installing AWS CLI on Windows:

Step 1: Visit the official AWS CLI download page for Windows by navigating to [AWS CLI for Windows]
(https://aws.amazon.com/cli/).

eaco. o B % ] = B R S EFEY R T B
Q - B | B = All Bookmarks

aWS ContactUs Support Englishe MyAccounts  Signin (RE TE Ly
N

Products Solutions Pricing Documentation Learn Partner Network AWS Marketplace Customer Enablement Events ExploreMore Q

The AWS Command Line Interface (AWS CLI) is a unified tool to manage your AWS Windows
services. With just one tool to download and configure, you can control multiple AWS Download and run the 64-bit Windows
RELATED LINK
services from the command line and automate them through scripts. installer.
Documentation
= The AWS CLI v2 offers several new features including improved installers, new MacOS
ools
configuration options such as AWS IAM Identity Center (successor to AWS SS0), and Download and run the MacOS PKG N
Release Notes various interactive features. installer.
Linux

Download, unzip, and then run the Linux

nstaller
d b
l I Amazon Linux
The AWS CLI comes pre-installed on

Amazon Linux AML.

Get Started with AWS for Free

Create Free Account 0

Getting Started » ~ AWS CLI Reference  GitHub Project » Community

Release Notes
Forum »

Check out the Release Notes for more
information on the latest version.

Step 2: Choose the appropriate MSl installer based on your system's architecture (64-bit or 32-bit) and click the
download link.

Step 3: Locate the downloaded MSl installer file, such as "awscli-x86_64.msi," and double-click it to initiate the
installation process.

Step 4: The installer wizard will open. Click "Next" to proceed.

Step 5: Carefully read the AWS CLI License Agreement. If you agree to the terms, select the "l accept the terms in the
License Agreement" checkbox and click "Next."

Step 6: Decide whether to use the default installation directory or specify a custom one. Click "Next" to continue.
Step 7: Determine the folder where AWS CLI shortcuts will be placed in the Start menu. Click "Next."

Step 8: You can opt to create desktop and Start menu shortcuts for the AWS CLI. Make your selections and click
"Next."

Step 9: Review your chosen settings. If they are correct, click "Install" to initiate the installation process.
Step 10: The installer will copy the necessary files and install the AWS CLI on your Windows system.

Step 11: Once the installation is finished, click "Finish" to exit the installer.




Configuring AWS CLI on Windows:

Step 1: Launch a Command Prompt window on your windows computer by pressing "Win + R’, typing "cmd," and
pressing Enter.

Step 2: In the Command Prompt, enter the following command:

“aws configure”

Command Prompt e +

Microsoft Windows [Version 10.0.19045.3448]
(c) Microsoft Corporation. ALl rights reserved.

C:\Users\ >aws configure
AWS Access Key ID [#*kkxkkxkkkkxkxxx*xJLWS]:

AWS Secret Access HKey [#**k**kkkkkkkkkk*x*FDel]:
Default region name [None]:
Default output format [text]:

C:\Users\ ﬂ

Step 3: You will be prompted to provide the following information:
- Access Key ID: Enter the AWS Access Key ID obtained during the IAM user setup.
- Secret Access Key: Input the AWS Secret Access Key corresponding to the Access Key ID.

Optionally, you may configure the following settings based on your preferences. These settings are optional and can
be left blank:

- Default region: Specify your preferred AWS region (e.g., us-east-1).
- Preferred output format: Select your desired output format (e.g., Json)

Step 4: To verify the AWS CLI configuration, run the following command:
“aws configure list”

This command will display the configuration settings you entered.

C:\Users\ >aws configure list
Name Type Location

profile <not set> None None
access_key kkkkkkkkkkkkxxkx*JLWS shared-credentials—-file
secret_key kkkkkkkkkkkkkik*FDel shared-credentials-file
region <not set> None None




Step 5: Confirm that the AWS CLI is correctly configured and able to communicate with AWS services by listing the
contents of your S3 buckets:

“aws s3 Is”

If your S3 bucket names are listed, your AWS CLI configuration is successful.

C:\Users\ >aws s3 ls
2023-09-21 15:47:11 bucketcreationdemo

Run the Scheduled Task

Make sure that the scheduled task you created in Schedule Backups with Task Scheduler section runs as planned.
This task will automatically execute your MongoDB backup script at the scheduled intervals.

For Testing Purposes you can find the created Task in the Task Scheduler Library and then can RUN it in the Actions
Panel and check whether the backup is created on s3 or not.

2) Task Scheduler = =] X
File Action View Help
‘e e H
Tosk Scheduler (Local
"“T ‘k'sc;;' “":; Name Status  Triggers Next Run Time Last Run Time Last RunResult | | Actions
| Tasi uler Library
NvTmRep_Cr.. Ready At 1225AM every day 23122524 AM  9/21/2023 103329 AM The operation c Task Scheduler Library 2
NvimRep.Cr. Ready At625AM every day 2023103329AM  The operation 5] Create Basic Task
OneDriveRe.. Ready At 9:19 PM on 9/18/2023 - After triggered, repeat every 1.00:0000 indefinitely. 39:19:48 PM The operation & b i
OneDrive Sta.. Ready At 800 PM on 5/1/1992 - After triggered, repeat every 1.00:00:00 indefinitely. 9/20/2023 95511 PM (OXBOO4EEO4)
Import Tas
OneDrive Sta. Ready At 400 AM on 5/1/1992 - After triggered, repeat every 1000000 indefinitely 7/11/2019 84552 PM The operation cc mport Task
Quick Heal A. Ready At 4:43 PM every day - After triggered, repeat every 04:00:00 for a duration of 1 day. 9PR1/: 24301 PM The operation cc Display All Running Tasks
Resume Quic.. Ready At 1243 PM every day - After triggered, repeat every 02:0000 for a duration of 1 day. 6:57 PM The operation cc @ Enable All Tasks History
s3backup Ready At 212 PM every day 9/22/2023 21259PM  9/21/2023 302:56 PM The operator or N Fold
New Folder.
S esttask Ready At 357 PM every day 9/22/2023 35702PM _11/30/1999 120000 AM __ The task has nof
USER_ESRV_. Ready At log on of any user - After triggered, repeat every 03:00:00 indefinitely. 9/21/2023 35429 PM The operation cc View p
User Feed 5. Ready At 5:07 PM every day - Trigger expires at 9/21/2033 507:15 PM. 9R1/202350715PM  9/21/2023103329AM  The operation cc i Refresh
H Help
General Triggers Actions Conditions Settings History (disabled) i salactad iini o
Name: testtask b Run
Location:  \ = End
Author: PHOENIX\lenovo ¥ Disable
Description:  Guide Export.
% Properties
X Delete
H nep
Security options
When running the task, use the following user account:
lenovo
Run only when user is logged on
Run whether user is logged on or not
Do not store password. The task will only have access to local resources
Run with highest privileges
Hidden Configure for:

Runs the selected task.
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AWS Setup Guide

Step 1: Visit the AWS Website - Navigate to the official AWS website: (https://aws.amazon.com/).

Step 2: Click the "Create an AWS Account" button.
« ¢ o [asamaoncon] G B * LN GEEFEmEod:

aws ContactUs Supportw Englishw MyAccountv  Signin Create an AWS Account
s S

Products Solutions Pricing Documentation Learn Partner Network AWS Marketplace Customer Enablement Events Explore More Q

imarks

Start Building on AWS Today

Whether you're looking for compute power, database storage, content delivery,
or other functionality, AWS has the services to help you build sophisticated
applications with increased flexibility, scalability and reliability

Start Building With Free Tier Launch Your First App in Minutes Enable Remote Work & Learning Amazon Lightsail
Use Amazon EC2, 53, and more— free for Learn AWS fundamentals and start Support remote employees, students and Everything you need to get started on v
a full year building with short step-by-step tutorials contact center agents AWS—for a low, predictable price

Step 3: Follow the guided registration process, which includes providing personal and payment information. Upon
completion, you will have successfully created your AWS account.

Step 4: After successfully creating your AWS account, log in to the AWS Management Console.
Create Bucket using S3:

Step 1: In the AWS Management Console, locate and select the "S3" service.

(2] o @ & Stockholm testclient2 @ 8018-3615-6296 ¥

layout + Add widgets
Try searching with longer queries for more relevant results

Features (22) Services

Resources  New

Blogs (1,291) arted with AWS [2

2 in the Cloud

Documentation (23,322) ndamentals and find valuable

h to get the mast out of AWS
Knowledge Articles (20) Top features

Tutorials (13)

nd certification [%

Step 2: Click the "Create Bucket" button.

aWS 3 servies | Q . A ! = =1 )8018-3615-6296 ¥

Amazon 53

Amazon S3
Every object in 53 is stored in a bucket. To upload files
Access Points and folders to S3, you'll need to create a bucket

Store and retrieve any amount [,
of data from anywhere e bucet

s industry-leading scalability, data availability,

Create a bucket

Batch Operations

1AM Access Analyzer for S3

Step 3: Follow the steps in the bucket creation wizard, ensuring to provide a unique and meaningful bucket name.



https://aws.amazon.com/

® Successfully created bucket "bucketcreationdemo”

To upload files and folders, or to configure additional bucket settings choose View details.

AmazonS3 » Buckets

+* Account snapshot
Last upd:

20, 2023 by Storage Lens. Metrics are generated every 24 hours. Learn more [

Total storage Object count
16 KB 8
Buckets (3) o
Buckets are containers for data stored in 53. Learn more [
Q, Find buckets &
Name A& | AWS Region

bucketcreationdemo Europe (Stockholm) eu-north-1

Step 4: Configure any desired settings as needed during the setup process.

Average object size

20608 “default-account-dashbeard” configuration,
C Copy ARN | | Empty Delete Create bucket
1 (©]
v Access v Creation date v

Bucket and objects not public

B 4 O @ cobr

e

View Storage Lens dashboard

You can enable advanced metrics in the

September 21, 2023, 15:47:11
(UTC+05:30)

[ Cloudshelt  Feedback

© 2023, Amazon Web Services India Private Limited or its affiliates. Terms  Cookie preferences

Create an IAM User with S3 Full Access:

Step 1: In the AWS Management Console, find and select the "Identity and Access Management (IAM)" service.

Services Q1AM B 4 @

N. Virginia ¥

layout + Add widgets
Try searching with longer queries for more relevant results

Features (20) Services

Resources ' New
= arted with AWS [
Documentation (48,387) undamentals and find valuable

£ et tha mack ark of AWE

Step 2: Within the IAM console, create a new IAM user, specifying the user's details. Choose "programmatic access'

when prompted.

Specify user details

User details

User name k

taskuser

The user name can have up to 64 characters. Valid characters: A-Z, a-z, 0-9, and + =, . @ _ - (hyphen)

[] Provide user access to the AWS Management Console - optional
If you're providing console access to a person, it's a best practice B to manage their access in |AM Identity Center.

(@ If you are creating programmatic access through access keys or service-specific credentials for AWS CodeCommit or Amazon Keyspaces, you can generate
them after you create this IAM user. Learn more [

Cancel Next




Step 3: When configuring permissions for the user, grant them "S3 Full Access" permissions, ensuring they have the
necessary privileges.

Set permissions

Add user to an existing group or create a new one. Using groups is a best-practice way to manage user's permissions by job functions. Learn more [

Permissions options

(O Add user to group (O Copy permissions © Attach policies directly
Add user to an existing group, or create a new Copy all group memberships, attached managed Attach a managed policy directly to a user. As a
group. We recommend using groups to manage policies, and inline policies from an existing user. best practice, we recommend attaching policies to
user permissions by job function. a group instead. Then, add the user to the

appropriate group.

Permissions policies (1/1126) ‘ C ‘ ‘ Create policy [2
Choose one or more policies to attach to your new user.

Filter by Type

‘ Q, amazons3 x ‘ ‘ All types v | 5 matches 1 (o)

-] Policy name [ a Type v | Attached entities v
‘ AmazonS3FullAccess AWS managed 2

O AmazonS30bjectlambdaExecution... AWS managed o]

O AmazonS30utpostsFullAccess AWS managed 0

O AmazonS30QutpostsReadOnlyAccess AWS managed o]

[ AmazonS3ReadOnlyAccess AWS managed 0

Step 4: After successfully creating the IAM user, make note of the "Access Key ID" and "Secret Access Key" assigned
to this user. These credentials must be kept secure, as they will be required for configuring the AWS Command Line
Interface (CLI).

L4 @ @ closav v

© Access key created
This is the only time that the secret access key can be viewed or downloaded. You cannot recover it later. However, you can create a new access key any time.

IAM > Users » taskuser ) Create access key

Step 1

Retrieve access keys e

Access key
oy If you lose or forget your secret access key, you cannot retrieve it. Instead, create a new access key and make the old key inactive.
Access key Secret access key
Step 3
Retrieve access keys G AKIASVMIIYWEMEHPV2PB oRWMUSEC3FcgpeubgGpRnyP1bmDbHIUYXWk 222 jj,u\!g
Console password X

@ You have successfully enabled the user's new password.
This is the only time you can view this password. After you close this
window, if the password is lost, you must create a new one.

Console sign-in URL
https://801836156296.signin.aws.amazon.com/console

User name

taskuser

Console password
W=c@GP2* Hide

Download .csv file Close




Create an EC2 Instance:

Step 1: Go to EC2 in services section.

Search results for 'EC2"

Try searching with longer queries for more relevant results

Features (54) Services

Resources | New
Blogs (2,034) Liﬁ EC2

Documentation (33,459) Virtual Servers in the Cloud

Step 2: Click on Launch instance in the Launch instance section.

€© New EC2 Experience

% Resources EC2 Global view [2 ® (o} Account attributes C
EC2 Dashboard
g the fol ; i the US East (N, Virginia) Regio Detsit vPC
: vpc-O4d22061 8¢ 1cabea2
Settings
Lox
2 Launch instance Service health
* AWS Health Dashboard [2 c Explore AWS X
e 5 Recioe Up to 40% better performance; 20% lower cost
Yo Migrate a server (4 i 1
. Zones
ances wil launch in the US a5t N 10 Things You Can Do Today to Reduce AWS Costs
V. DRk e Zone name Zooe 1D Explore how 10 effectively manage your AWS costs
Step 3: Write the name of Instance.
Name and tags info
Name
j Add additional tags
Step 4: Choose the operating system as Ubuntu.
Quick Start
Amazon mac0s Ubuntu Windows Red Hat SUSE Li Q
Linux
Browse more AMIs
>
aAWs ubuntu® || B% Microsoft || ¢@ RedHat (Ghad Including AMIs from
SuUsI AWS, Marketplace and
the Community




Step 5: Create a new key pair.

v Key pair (login) info

You can use a key pair to securely connect to your instance. Ensure that you have access to the selected key pair
before you launch the instance.

Key pair name - required

Select v (C Create new key pair

Step 6: Name the key pair and choose. pem as a file format and click on create key pair.

Create key pair X

Key pair name
Key pairs allow you to connect to your instance securely.

testkey

The name can include upto 255 ASCII characters. It can’t include leading or trailing spaces.

Key pair type
0O RSA () ED25519
RSA encrypted private and public key ED25519 encrypted private and public
pair key pair

Private key file format

O pem
For use with OpenSSH

O .ppk
For use with PuTTY

/A When prompted, store the private key in a secure and accessible location on
your computer. You will need it later to connect to your instance. Learn
more [

Cancel Create key pair

Step 7: Click on launch instance, then go to view all instance.

Step 8: After the instance state comes to running, choose your create instance and click on connect.

Instances (1/2) info | C ‘H Connect H Instance state w H Actions w Launch instances w
L
|

‘ Q, Find instance by attribute or tag (case-sensitive) 1 [

2 Name v ‘ Instance ID ‘ Instance state v ‘ Instance type @ ‘ Status check ‘ Alarm status ‘ Availability Zone w | Public IPv4 DNS

‘ testserver i-05151e055a077574e @ Running @& t2.micro - No alarms 4 us-east-1a ec2-54-224-97-1




Step 9: Choose how you want to connect with the instance, Here | am using EC2 Instance Connect.

EC2 Instance Connect Session Manager SSH client EC2 serial console

Instance ID
i-05151e055a077574e (testserver)

Connection Type

© Connect using EC2 Instance Connect (O Connect using EC2 Instance Connect Endpoint
Connect using the EC2 Instance Connect browser-based Connect using the EC2 Instance Connect browser-based
client, with a public IPv4 address. client, with a private IPv4 address and a VPC endpoint.

Public IP address
54.224.97.147
User name

Enter the user name defined in the AMI used to launch the instance. If you didn't define a custom user name, use the default user name,
ubuntu.

ubuntu

(@ Note: In most cases, the default user name, ubuntu, is correct. However, read your AMI usage instructions to
check if the AMI owner has changed the default AMI user name.

Cancel Connect




Configuring EC2 instance

aws

231 Services

Bl &

i-05151e055a077574e (testserver) - x
PubliclPs: 54.224.97.147  PrivatelPs: 172.31.41.104 :

Step 1: Update and upgrade your system:

Use the following commands:

e sudo apt update
e sudo apt upgrade

Step 2: Add the MongoDB repository:

e sudo add-apt-repository "deb http://archive.ubuntu.com/ubuntu focal main"

Step 3: Add the MongoDB GPG key and update again:

e wget -qO - https://www.mongodb.org/static/pgp/server-5.0.asc | sudo apt-key add - echo "deb [
arch=amd64, arm64] https://repo.mongodb.org/apt/ubuntu focal/mongodb-org/5.0 multiverse" | sudo tee
/etc/apt/sources.list.d/mongodb-org-5.0.list

e sudo apt update

Step 4: Install MongoDB:

e sudo apt-get install -y mongodb-org

Step 5: Start and enable MongoDB service:

e sudo systemctl start mongod
e sudo systemctl enable mongod

Step 6: Install AWS CLI:

e sudo apt-get install -y awscli




Step 7: Configure AWS CLI:
e aws configure

Follow the prompts to enter your AWS access key, secret key, default region, and output format.

Step 8: Create a backup script:

e cd/home/ubuntu
e nano backup_mongodb.sh
e Copy and paste the script you are provided along with other documents.

Step 9: Make the script executable:

e chmod +x backup_mongodb.sh

Step 10: Schedule backups using cron:
e crontab -e
Add the following line to schedule daily backups at 2 AM:

e 02*** /home/ubuntu/backup_mongodb.sh
e Save and exit the editor.

Step 11: Test the backup script manually:

.sh
g in.system.version to /home/ubuntu/mongo 3 230923151133/admin/s em.version.bson
3 done dumping admin.system.version (1 document)
tar: Removing leading
/home /ubuntu/mo
/home /ubuntu/mo
/home /ubuntu/mo

Ol
upload: mongodb | ongodb_back D2 .tar.g -0 H est et 0Ng C backups/mongodb_backup 20230923151133.tar.gz
ibuntu@ip-172-31-39-2:

e ./backup_mongodb.sh

Step 12: Go to S3 Bucket and check the created backup.

Objects Properties Permissions Metrics Management Access Points
Objects (1)
QObjects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory [ to get a list of all objects in your bucket. For others to access your objects, you'll need to explicitly grant

‘ Actions ¥ | ‘ Create folder ‘ [ Upload
‘ Q. Find objects by prefix ‘ 1 &
O Name A | Type v Last modified v Size v Storage class v

O 3 mongodb_backups/ Folder - -




Conclusion

In conclusion, this comprehensive guide has simplified the process of setting up and using MongoSafeNet for
technical & non-technical users. It highlights the importance of regular backups for data security and recovery. By
following these detailed steps, you can effectively manage your MongoDB databases and automate backups with
confidence.

In the ever-evolving landscape of data management and cloud computing, the MongoSafenet project stands as a
testament to innovation and efficiency. With a primary focus on automating MongoDB backups and seamlessly
integrating with Amazon Web Services (AWS) S3, this project offers a comprehensive solution to address the
challenges of data backup and cloud storage.

As we conclude our documentation guide on MongoSafenet, it is essential to reflect on the key takeaways and the
significance of this project:

1. Streamlined MongoDB Backup: MongoSafenet simplifies the process of MongoDB backup by automating it
through the Windows Task Scheduler. This not only reduces the risk of data loss but also ensures that
backups are executed consistently and reliably.

2. AWS Integration: Leveraging the power of AWS S3, MongoSafenet provides a secure and scalable cloud
storage solution for MongoDB backups. Organizations can now benefit from the durability, accessibility, and
cost-effectiveness of AWS cloud storage.

3. Security: The project emphasizes security by creating a dedicated IAM user with precise permissions,
ensuring that only authorized entities can access and manage the AWS S3 bucket. Data integrity and
confidentiality are paramount.

4. Operational Efficiency: By automating MongoDB backup and cloud storage, MongoSafenet enables
organizations to save valuable time and resources. IT teams can focus on higher-value tasks while having
confidence in their data backup strategy.

5. Technology Stack: MongoSafenet harnesses a powerful technology stack, including MongoDB, MongoDB
Compass, Windows Task Scheduler, AWS CLI, AWS S3, and IAM, to create a seamless and robust solution.

6. Scalability and Future-Proofing: As organizations grow, their data management needs evolve. The cloud-
based approach of MongoSafenet ensures scalability, adaptability, and readiness for future data challenges.

7. Data Resilience: MongoDB backups stored in AWS S3 benefit from the inherent data resilience of Amazon's
infrastructure. In the event of data loss or system failures, backups remain accessible and recoverable.

MongoSafenet represents a forward-thinking solution that empowers organizations to harness the full potential of
MongoDB while ensuring the security and accessibility of their data through AWS S3. By automating backups and
embracing cloud storage, organizations can mitigate risks, optimize operations, and confidently navigate the
complexities of modern data management.

As you embark on your journey to implement MongoSafenet, this documentation guide serves as a comprehensive
resource to guide you through the installation, configuration, and deployment process. We hope that MongoSafenet
becomes a valuable addition to your data management toolkit, safeguarding your MongoDB data and enabling your
organization to thrive in a data-driven world.




